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1. Introduction

The Public Safety Network (PSN) programme is an Emergency Services initiative of behalf of
Fire and Emergency New Zealand (Fire and Emergency), New Zealand Police (Police), St
John New Zealand (St John), and Wellington Free Ambulance (WFA). The PSN programme
is tasked with delivering Mission Critical communication services to the Emergency Services
sector.

This document should be read in conjunction with the Appendix 1. Service Requirements,
Appendices 4.1 to 4.5 Services Guidelines and Appendix 5.4 Functional Guidelines -
Integration Target State documents.

2. Document Purpose

This document is a deliverable of the Integration work stream within the overall PSN
Technology stream.

It is intended to provide a high-level view of the current state of integration between agency
systems and critical communications networks.

It is not intended to be a complete view of the current state, but instead to provide a range of
examples of how integration works today for each agency and how their current critical
communications are deployed for pre-planning purposes. The Integration Current State will be
further fleshed out as part of detailed agency transition plans.

Services Guidelines documents have been created which focus on individual technology areas
such as cellular, Land Mobile Radio, devices, Push-to-Talk (Cellular), and coverage. The target
state integration view is documented in Appendix 5.4 Functional Guidelines Integration Target
State.

The Functional Guidelines: Integration Current State describes the current state of voice,
messaging and data usage within Fire and Emergency, Police, St John and WFA. It has a
technical perspective with a focus on the interfaces. Where the same interface is used multiple
times for different purposes (e.g. business functions, geography, resiliency), it is not
necessarily shown here unless directly relevant from an integration perspective. The diagrams
are simplified to represent the types of interfaces as opposed to being a complete design view.

3. Fire and Emergency
3.1 Voice

Fire and Emergency uses LMR and PSTN/mobile telephony services for voice dispatch and
management of resources in the field.
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/ Recording of local area PTT
Voice Calling: Incident Ground

Communications (IGC)

Donor radios for
recording

Command Unit
UHF Analogue

Handheld

UHF Analogue
Portable Repeater

UHF Analogue

KHandheld

Station-based console
radios

4-wire E&M

Wide Area
LMR Networks

IS

Vehicle based
radios

Wide Area PTT and PSTN Voice Calling

LMR-Gateways

Instant Connect
Dispatcher Console

RedBox Recorders

Vehicle and
personal phones

Mobile
Networks

Multicast
fp VoIP G.711

FENZ
Communications
Centres

PSTN

/

Comms Centre
Backup
Console

Recording of local area
PTT Calling (IGC).

Local area PTT itself is not
included in this integration
specification as it is only
the recording that
integrates into other
services — the rest is
stand-alone simplex, with
or without a local repeater.

Hazmat trucks have a bank of
radios which are used to
record audio locally on the
truck and can be re-played on
the truck from a workstation,
or the files copied to a
network share drive later on.

Recording is looped, but does
not record when there is no
traffic on the radio, so lasts a
long time.

Note that in the future,
recording from any vehicle
would be desirable, ideally
centrally held rather than local
storage. Could retain the
Hazmat local option for large
instances out of cellular
coverage.

Donor radio used to connect
to local recording server and
storage.

Wide area PTT calling —
dispatch groups.

Analogue LMR VHF nation-
wide network (geographically
and functionally split
talkgroups). End points are
fixed-vehicle, fixed-station,
Instant Connect Dispatch
client (v6.04) and back-up
console in the
communications centre, and
Red Box voice recording.
Police operate the network

Instant Connect uses
multicast IP to communicate
to Analogue Gateway with
4-wire E&M connections to
the LMR network.

Duplicated in multiple
locations using 4-wire E&M
to communicate to local
donor radios, or via Els to a
remote MUX.
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and it is shared between
Police and Fire and
Emergency. A UHF analogue
network is also used by Fire
and Emergency in Auckland,
along with a small amount of
digital P25 for operational
support roles.

Red Box recording servers
are based in the
Communications Centres as
they need to be physically
connected to the PABX to
record phone calls.

This will likely be virtualised in
the future when voice services
migrate to SIP in the next 12
months.

Red Box is used to record
voice traffic. As it is a multi-
cast stream and Red Box is
not multi-cast aware, a
switch is used to combine
IGMP groups and effectively
‘span’ them to the Red Box
Server.

Telephony PBX is used for incoming and | E1 connections to the
outgoing PSTN calls to fixed PSTN. Likely to move to SIP
and mobile phones. Calls are | in the future.
recorded via Red Box.

3.2 Messaging

Fire and Emergency uses LMR, paging and text messaging for messaging services to dispatch

(including triggering automation functions), alert and manage resources in the field.
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Status Messaging

Analogue LMR nation-wide
network. End points are
I/CAD (v9.4)/back-up
console and fixed-vehicle
console/keypad/alerting
speaker, station turnout
console, alarm systems.

I/CAD —{[IP]- ECN —[IP]-
Terminal Server -[RS232]-
Salcom P12-19-5000
Converter (SelCall) —
Analogue LMR network.

Interfaces are:
« |/CAD : IP; and

* Analogue LMR
(SelCall).

Paging

I/CAD sends message
through to paging gateway.

The paging network also
sends pager messages
through to Fire and
Emergency-owned paging
infill sites via satellite.

Picked up by handheld
pagers and also paging data
terminal in vehicle or in
station (with printer).

I/CAD server connects to
paging services via a point-
to-point serial connection
(which is backhauled over
IP through terminal servers).

As back-up, and for non-
I/CAD users, the following
options exist:

« Paging via email
(through gateway):
and

e Paging via text
message (through
gateway).

Cellular Texting

I/CAD sends message
through to text gateway.

Received by cell phones.

* |/CAD or E-text.

e Paging-to-SMS
gateway (via service
provider —
Salcom/Modica).

3.3 Data

Fire and Emergency uses mobile data for Automatic Vehicle Location (AVL) tracking, as well

as turnout and mobility applications.
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Data
FENZ On-
Premise
Applications (e.g.
Smart Track)
FENZ @Q’
Communications
Centres

Personal
Cell phones

inietilee., Mobile
Networks

CAD Client
Access

&
CAD

Vehicle based
AVL, routers,

=
.

Cloud
Applications

tablets / cell
phones with
mobility apps

AVL (Automatic Vehicle
Location)

I/CAD through to Mobile
Response Application (over

Internet

the internet on cellular
connected tablet) or
dedicated hardware —
SmartTrack system (also
over cellular-based internet
connection).

AMS & Active911 Cell phones and tablets. Internet

Messages sent from I/CAD
through the application.

Other Applications Cell phone, vehicle mobility | Internet
tablet or laptop from the field
— connecting to Fire and
Emergency and non-Fire
and Emergency

applications.

3.4  Other (Out of Scope)
Breathing Apparatus (BA) telemetry.
Private fire-alarms directly into I/CAD.

Airport alarms (over LMR — separate independent radio links) into I/CAD.
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3.5 Support

Fire and Emergency use Zendesk as their IT Service Management tool.

4.
4.1

NZ Police

Voice

Police uses LMR and PSTN/mobile telephony services for the dispatch and management of

resources in the field.

Wide Area PTT and PSTN Voice Calling

e B Analogue LMR-

Gateways

Multicast
VolP G.711

Police
Communications
Centres

P25 LMR-
Gateways

Wide Area
LMR Networks

S =
P Instant Connect Instant Connect R

Clients / Handsets Dispatcher Console

—z_

Comms Centre
Backup

Console
UHF

Handheld
Radio

Band
VHF — in-vehicle
radios

Services

RedBox Recorders P

Universal Media Personal- i
issued iPhones
UHF
Unicast Simplex
with
optional
repeater —
plus
, optional
Mobile ability to
Networks transport

voice over
mobile
data
services to
Instant
Connect

,a%

Wide area PTT calling —
general duties

Digital (P25) in Auckland,
Wellington and Canterbury,
and analogue elsewhere.
LMR networks covering the
majority of New Zealand
(geographically and
functionally split talkgroups).
End points are fixed-vehicle,
fixed-station in the field,
Instant Connect console
(version v6.04) or back-up
console in the
Communications Centre,
and Red Box voice
recording. Recording is
based at Communications
Centres.

There is a nationwide VHF
network and vehicle-based
radios communicate on this

Instant Connect uses
multicast IP to communicate
to Analogue Gateways with
4-wire E&M connections to
the LMR network. Uses Els
or E&M for connection from
LMR Gateways to P25
TAGs (Trunked Analogue
Gateways) or analogue
LMR radios.

Duplicated in multiple
locations using 4-wire E&M
to communicate to P25
TAG. For analogue, via local
donor radios, or via Els to a
remote MUX.

Red Box is used to record
voice traffic. As it is a multi-
cast stream and Redbox is
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network. Cities and most
towns have additional UHF
networks. Handheld devices
communicate on the UHF
network, or to a vehicle
which uses cross-banding to
bridge the traffic onto the
VHF network. The same
talkgroups generally exist on
VHF and UHF in each
region.

switch is used to combine
IGMP groups and effectively
‘span’ them to the Red Box.

PTT calling for specialist
Groups — other talkgroups

Network talkgroups and
localised simplex
communications.

PTT calling for SAR and
other groups via analogue
VHF (or HF) simplex or local
repeater is off-network only,
so not part of the integration
specification.

There are specialist
talkgroups on the digital P25
(UHF) LMR networks. End
points are the same types of
technology as for general
duties, although also include
more covert form factors.

Localised P25 UHF simplex
(with portable repeater as
required) is also used.
Encryption keys can be
changed in the field with a
key-fill device. This traffic
can be presented into the
network using cellular
backhaul through to an
Instant Connect client.

There is also a different
instance of Instant Connect
which manages these
talkgroups, but they are not
typically available to general
duties dispatch
workstations.

Same as above, noting the
different Instant Connect
instance. An administrator
can temporarily present
specialist talkgroups in the
general Instant connect view
to specific users.

Simplex talkgroups (if to be
presented to Instant
Connect) require a portable
repeater as it includes a
donor radio and LMR
gateway, as well as a
firewall and 4G router to
tunnel voice traffic over this
connection back to Instant
Connect. This is a unicast IP
voice stream between the
remote gateway and the
Instant Connect UMS
server.

Telephony

PBX is used for incoming
and outgoing PSTN calls to
fixed and mobile phones.
Calls are recorded via
RedBox.

PSTN connections, likely to
move to SIP in the future.

4.2 Messaging

Police uses P25 LMR and cellular text messaging for officer safety alarms.
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Messaging

Tait
proprietary
messaging

Trunked

Police Anal
Communications 1-way alert nalogue
. Gateway
Centres messaging

CAD Client
Access

e
Secure
gateway

Radio Status
Messaging
(RSM)

LMR P25 Networks

T Networks

2

Press
Emergency
Button on P25

radio

Officer Safety
Alarm

Wide Area

Mobile /’/
Te

Officer Safety Alarm — LMR | Officer presses the
emergency button on their
P25 handheld or vehicle
radios, and this is presented
to a Communications Centre
dispatcher through their

I/CAD (v9.4) interface.

Message sent from TAG
(Trunked Analogue
Gateway) to RSM (Radio
Status Messaging) server.
The format is a Tait
proprietary format which is
understood by the RSM.
This is then translated and
sent to I/CAD over IP.

Officer Safety Alarm — non- | Officer presses button on

GPS co-ordinates are sent

Radio alarm. GPS co-ordinates as a text message over the
and officer ID are presented | Vodafone cellular network.
to a Communications Centre | This is presented to the
dispatcher through their Police secure gateway, and
I/CAD interface. then sent to the RSM server
Note that officer safety which then sends to I/CAD.
alarms on dedicated
hardware are likely to be
replaced with the new
situational awareness
mapping tool within Police
which runs on iPhones.

4.3 Data

Police uses data for mobility applications.
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-

Police
Communications
Centres

Data

Police on-premise
Applications (e.g.
Mobile Responder,
On-Duty)

CAD Client
Access

Internet

=
.

CAl

&
D

Cloud
Applications

Mobile
Networks

~

=

Personal-
issued iPhones

/

Access to mobility
applications

Remote access to the Police
network.

Police APN connects to two
separate Secure Gateways.

A VPN is used to connect all
mobile devices, which also
allows for connections via
other internet connections
(e.g. home Wi-Fi).

Devices are managed using
Airwatch.

4.4  Support

Police use Service Now as their IT Service Management tool.

5. St John

It should be noted that some applications, systems, infrastructure and processes are shared
between St John and WFA under the guise of the Emergency Ambulance Communication
Centre (EACC). St John operate the Auckland and Christchurch communication centres and
WFA operate the Wellington one, however they are used to back each other up.

5.1 Voice

St John uses LMR and PSTN/mobile telephony services as part of their processes for the
dispatch and management of resources in the field.
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VHF Analogue

LMR Network

El Analogue LMR-
Gateways
Analogue Wide Area

Wide Area PTT and PSTN Voice Calling

Instant Connect |
Dispatcher Console

Handheld
Radio

— =

Ambulance
Communications
Centres

Vehicle and
personal cell
phones

,vy PTT
\ Client

(limited
deploy
ment)

Universal Media
Services

RedBox Recorders

% Mobile
Networks

PSTN

Comms Centre
Backup Consoles

Wide area PTT calling —
multiple channels

LMR is used on a
nationwide basis
(geographically and
functionally split talkgroups).
A (predominantly) VHF
analogue network is
provided by Vital as a
service for St John
throughout the country.
Some UHF is used in
specific areas.

Endpoints are fixed-vehicle,
fixed-station in the field,
Instant Connect (v6.04) or
back-up console in the
Communications Centre,
and Red Box voice
recording. Recording is
based at Communications
Centres.

IPICS Gateway router
connects Els at each
Communications Centre.
The Els connect into a
MUX for Vital's VHF
analogue network.

Resiliency is achieved by
the different
Communications Centres
backing each other up.
Regional talkgroups
terminate locally as E1s on
Instant Connect Gateway
routers in multiple
Communications Centres.
The backhaul is IP, which
has resilient connections
into some Communications
Centres removing single
points of failure for some
technical failure scenarios.

Red Box is used to record
voice traffic.

Telephony

PBX and Solidus call routing
is used for incoming and
outgoing PSTN calls to fixed
and mobile phones. Calls
are recorded via Red Box.

PSTN connections, likely to
move to SIP in the future.
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5.2 Messaging

St John uses LMR, paging and text messaging (in addition to MDTSs) for messaging services
to dispatch, alert and manage resources in the field.

M

Ambulance

Centres messaging

1-way alert
messaging

Communications 2-way status'S

Radio
Status
essaging
Server

Terminal
Server

Messaging

SelCall

Converter :
Wide Area

LMR Analogue
Network

VHF
Handheld
Radio

FreeView Satellite /,dﬁ)) ¢ = Infill pager
SALCOM Network @
e Paging Infill
transmitter
((ﬁ)) ¢ Infill pager
Spark Paging Infill
Network transmitter
Spark Vehicle & Personal
—Z_ega
Modica
(M i y -
~ Brovidor), Wiaiige M‘;\ Vehicle &
E J Networks personal
phones

Service

How achieved

Current Interface Specifics

Status Messaging

Vital LMR analogue
nationwide network.
Endpoints are InformCAD
(v5.7.19) and handheld,

vehicle and in-station radios.

MST - RS232 connection
between tone cards in the
Communications Centres
that then communicate to
the EACC Messaging
Server.

Paging

InformCAD generates
message through to paging
server.

InformCAD server connects
through to paging services.

Satellite based InFill Paging
uses SNPP to SALCOM’s
messaging switches.

SALCOM uses Freeview
satellite connectivity to
terrestrial based SALCOM
infill transmitters.

SALCOM infill transmitters
are also used to retransmit
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Spark Paging to infill
pagers.
Spark Paging is TAP/PET to

a media converter and IP to
Spark Paging switch.

Paging via text message
(through gateway).

Texting

InformCAD generates
message through to text
gateway.

Received by cell phones.

InformCAD or E-text (web
page or Outlook plugin).

An “in-house” application
converts messages from
PET/TAP and formats it into an
IP connection. The application
formats the message to
international numbering format
.e.g. (+6427xx,
+6421xX,+6422xx,+6429xx etc)
before sending to Modica.

There is also a paging-to-
SMS gateway (via service
provider — Salcom/Modica).

53 Data

St John uses data for MDTs, ePRFs and other mobility applications. This assists with the
operational dispatch, alert and management of resources in the field as well as other

operational functions.

o

Ambulance
Communications
Centres

Data

On-Premise
Applications

Vehicle based
AVL, routers,

MDTs,
CAD Client p ePRFs / cell
Access N Internet Mobile phones with
CAD
Cloud
Applications
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Mobile Data Terminal Cellular Data Internet
CareMonX MDT
Electronic Patient Report Cellular Data Internet
Form CareMonX ePRF
LifePak Cellular Data Internet
LifePAK 15 ECG
Transmissions
AVL (Automatic Vehicle Cellular Data Internet
Location) In-vehicle, helicopters and
MDT-based GPS
information
TrackPlus (helicopter Cellular Data Internet
tracking) Shows additional
information over and above
GPS
GoodSam Cellular Data Internet
Commercially available app
for validated first responders
Typically on personal
devices
Multiple business Cellular Data Internet

applications that may need
to be accessed remotely
(e.g. over cellular) for
Mission Critical purposes in
certain scenarios:

e Citrix;

+ Backoffice Citrix
Desktop;

* Juniper VPN —
Visinet Access;

* CareMonX Tactical
Board (HTML5 web
application);

e CareMonX
Ambulance Care
Summary (web
service);

VPN and/or secure direct
access to particular
applications
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* Connected Health
Network Services —
NHI access, DHB
clinical workstations;

* SQL Real-time
Reporting;

» LifeNET ECG
monitoring software

on CSO/AiIr desk;
and

e FindMyShift
(website/app).

5.4 Support

St John use KACE as their IT Service Management tool.

6. Wellington Free Ambulance

As noted earlier, some applications, systems, infrastructure and processes are shared
between WFA and St John under the guise of the EACC. St John operate the Auckland and
Christchurch Communication Centres and WFA operate the Wellington one, however they are
used to back each other up.

6.1 Voice

WFA uses LMR and PSTN/mobile telephony services as part of their processes for dispatch
and management of resources in the field.

Wide Area PTT and PSTN Voice Calling Universal Media

Services Vehicle and

personal cell

phones W

P25 LMR-
Gateways

Ambulance ==
Communications
Centres

Digital Wide Area

RedBox Recorders
, Moéile
— Networks
E1
PSTN
LMR Network Instant Connect
l Dispatcher Console

‘ 0sIG
gy A= ﬁ t : :YFA = %/

Comms Centre
Backup Consoles

Wide area PTT calling — LMR is used throughout the | Instant Connect Gateway
multiple channels Wellington region with router connects E1s at the
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functionally split talkgroups.
This uses the Police-owned
digital P25 network.

Endpoints are handheld,
fixed-vehicle, fixed-station in
the field, Instant Connect
(v6.04) or back-up console
in the Communications
Centre, and Red Box voice
recording. Recording is
based at Communications
Centres.

Wellington and Auckland
Communications Centres.
The E1s connect into a
MUX through to the Police
digital network. WFA
primarily uses VHF, with
UHF also available for some
talkgroups in some
locations.

Resiliency is achieved by
the different
Communications Centres
backing each other up.
Talkgroups terminate as
Els on Instant Connect
Gateway routers in both
Communications Centres.
The backhaul is IP, which
has resilient connections
into some Communications
Centres removing single
points of failure for some
technical failure scenarios.

In the event of a major
failure of the digital LMR
network, WFA is able to
switch their radios to
analogue and connect to the
Vital/St John network
instead.

Red Box is used to record
voice traffic.

Telephony

PBX and Solidus call routing
is used for incoming and
outgoing PSTN calls to fixed
and mobile phones. Calls
are recorded via Red Box.

The majority of
Communications Centre
phones are connected to the
EACC PABX, but an
interconnection via QSIG is
maintained to allow WFA
PABX features (such as
building a Public Address
system) to be accessed

PSTN connections, likely to
move to SIP in the future.
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from phones on the EACC
PABX.

6.2 Messaging

WFA uses LMR, paging and text messaging (in addition to MDTs) for messaging services to

dispatch, alert and manage resources in the field.

Messaging
Radio
f r.iesst::;ng :1;3;4 Trunked
Sewver__messson  Analogue
P LMR Digital
2-way status' ‘ r _ Networks
messaging
< > ’ CAD Paging

Server

CAD Qient

Backup
access to
paging
andior
text

1-way alert
messaging

gdeways > Modica
— (SMS
Provider) Spark
Pagng

| 2

Wide Area / VHF and
UHF

Radios

- Wide Area g
| J ——— Paging Netwoms’l'@ ﬁ

Vehicle & Personal
pagers

& @6‘ A |
Mobile Networks/‘/ Vehicle &

personal
phones

Status Messaging The Police P25 digital LMR
network is used. Endpoints
are InformCAD (v5.7.19)
and handheld/vehicle

radios.

Messages are sent in a Tait
proprietary format over IP
from the Police TAG
(Trunked Analogue
Gateways) to the
Ambulance Message Server
(and on to InformCAD) via
IP connections between
Police and EACC. Primary
connection is into the
Harrison Rd Data Centre,
and backup is in to Revera
East Tamaki Data Centre.

WEFA primarily uses VHF,
with UHF also available for
some talkgroups in some
locations.
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Paging

InformCAD generates
message through to paging
gateway.

InformCAD server connects
through to the paging
switch.

Spark Paging is TAP/PET to
a media converter and IP to
Spark Paging switch.

As back-up, and for non-
InformCAD users, the
following options exist:

« Paging via text
message (through
gateway).

Texting

InformCAD generates
message through to text
gateway.

Received by cell phones.

InformCAD or E-text (web
page or Outlook plugin).

SMS uses PET/TAP via
virtual Comm Ports to
secondary server which has
a proprietary converter to
send via https to Modica in a
format they can receive.

There is also a paging-to-
SMS gateway (via service
provider — Salcom/Modica).

6.3 Data

WFA uses data for MDTs, ePRFs and other mobility applications. This assists with the
operational dispatch, alert and management of resources in the field as well as other

operational functions.
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Data

-

Ambulance
Communications
Centres

On-Premise
Applications

Vehicle based
AVL, routers,

MDTSs,
CAD Clien f ePRFs / cell
Access t \ Internet Mobile phones with
V P Net\NOI’kS moblhty apps
CAD
Cloud
Applications
Mobile Data Terminal Cellular Data Internet
CareMonX MDT
Electronic Patient Report Cellular Data Internet
Form CareMonX ePRF
LifePak Cellular Data Internet
LifePAK 15 ECG
Transmissions
AVL (Automatic Vehicle Cellular Data Internet

Location)

In-vehicle, helicopters and

MDT-based GPS

information
TrackPlus (helicopter Cellular Data Internet
tracking) Shows additional

information over and above

GPS
GoodSam Cellular Data Internet

Commercially available App
for validated first responders

Typically on personal
devices
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Multiple business
applications that may need
to be accessed remotely
(e.g. over cellular) for
mission critical purposes in
certain scenarios:

o Citrix;

« Back office Citrix
Desktop;

e Juniper VPN —
Visinet Access;

* CareMonX Tactical
Board (HTML5 web
application); and

e CareMonX
Ambulance Care
Summary (web
service).

e Connected Health
Network Services —
NHI access, DHB
clinical workstations

* SQL Realtime
Reporting

» LifeNET ECG
monitoring software
on CSO / Air desk

Cellular Data

VPN and/or secure direct

access to particular
applications

Internet

6.4  Support

WFA use Vivantio as their IT Service Management tool
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